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     Mobile ad hoc networks are infrastructure-less wireless networks, where each node 

of the network can be a source, a destination and a router for the remaining nodes. 

These networks can suffer from several types of attacks including the black hole attack, 

where the black hole node responds to route requests, but it does not forward packets to 

their destination.  

In this thesis, we propose an algorithm for handling the black hole problem. Every node 

in a route must be sure that the next node forwards packets on the path to the 

destination. A node waits for a specific time, and if it does not hear the next node 

forwarding the packet it assumes that the next node is a malicious node. It removes all 

routes that contain that node from its routes table and it sends a black hole message to 

all neighbors. The neighbors remove the routes that include the black hole node, and 

forward the notification. This process is repeated. We use the GloMoSim simulator to 

compare the original AODV with one and two black hole with a version of AODV that 

handles black holes. The results show that the number of dropped packets decreased by 

up to 48 percent, the throughput increased by up to 80 percent and the packet delivery 

ratio increased by up to 63 percent.        
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